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Example Use Case

Garage door opener

- Two buttons:
* one to unlock and open door
» another to close and lock the door

- One led for feedback

- Uses two-way radio communications

- Obviously needs some kind of security
- Battery powered




Example protocol

* Protocol can be very simple:
- Send packet to server to start open/close door
- Get packet back to acknowledge the command
- Get status messages every second while door is moving
- Get final message when operation is done

» Simple way would be to use WLAN / |IP / UDP for
communications

* Requires security
- DTLS, Ipsec/IKEv2, proprietary




Protocol effects

Device only wakes up when button is pressed

It always initiates the communication, it does not need to
listen radio when it is sleeping, and it cannot reply to any
messages while sleeping

Device stays awake for some time after the button is
pressed and if receives status packet blinks led and waits

for more status packets.
After certain timeout device goes back to sleep




What this means for IKEv2

Device only needs work as IKEV2 Initiator
No need to work as IKEv2Z Responder
Only creates one IKEv2 SA and one IPsec SA

No need to support SA management operations like
creating new IPsec SAs, rekeying, deleting SAs, etc.

No need to do NAT-T, Configuration payloads, EAP
authentication, Cookies, Multiple child SAs etc

The server end would most likely be some kind of Home
area network server (PC or similar).

Pre-shared keys or RAW RSA keys authentication
No X.509 certificates




Authentication

* Pre-shared keys
- Shared key printed on paper or in electronic form
- Typed in to the home area gateway
 Raw RSA keys
- Fingerprint of device is distributed as Pre-shared keys
- Device imprints to first home area gateway it connects to

- Some form of reset can be implemented to allow
reimprinting




Implementation

created a prototype implementation of the minimal
KEv2 protocol usable for such scenarios and it took me
ess than a day to write the code and less than 1000 lines

of perl source code.

| implemented sending ICMP Ping packet as didn't want
to start writing server end to answer my requests...

Implementing minimal IKEVZ2 is very simple compared to
full implementation.

There are some optimizations which can be done when
only supporting minimal set of features.




$1/u8x/Local bin/per

g
¥ mini-ike.pl -- Minimal IKIv2 initiator

# Copyright (c) 2010 Tero Kivinen

# ALL Rights Reserved.

¥ Program: mini-ike

¥ $Source: /u/kivinen/RCS/ikeparser.pl,v §

¥ Author : SAuthor: Kivinen §

¥

¥ (C) Tero Kivinen 2010 <kivinen@iki.fi>

¥

¥ creation 23:53 Nov 9 2010 kivinen
1l Last Modification : 15:40 Nov 23 2010 ivinen
¥ Last check in SDate: 2002/01/30 22:23:03 §
¥ Revision number : $Revision: 1

¥ state sstate: Exp §

¥ Version 1.785

¥ Edit tine 190 min

¥

¥ Description + Minimal TKEv2 initiator
¥

¥ $Log: ikeparser.pl,v §

I} $EndLog$

¥

¥

# initialization

require 5.6.0;
package Ikevz

use Socket;

# Configure

my(Sikevz, Sipsec;

sikev2(sreport} = 5500;

uoneinbiuoH U]

# $Sikevz(dsthost) = "172.30.4.74%;
¥ $8ikevz(dstpore} = 550

¥ $Sikevz(dsthost} = "172.30.4.69";
¥ $Sikev2(id) = 'KETT.EL';
$ikev2(srchost} = "172.30.4.74";
¥ $§ikevz(dsthost) = "172.30.4.189";

$sikev2(dstport} = 500;

# $Sikev2(cipher) = ‘null's
$ikev2(cipher) = ‘aes';
$9ikev2(id) = 'EK@iki.fi'
$Sikev2(sharedsecret) = "foo";

# Negotiate TKE

poec = ikev2(Sikev2);
print_hash(Sipsec) ;

# Send ICHP echo request
my(Spacket, Spad, $i, $iv, Scipher, Saddr);

# T0MP echo request
Spacket = pack("CCnnna*"
N

substr (spacket, 2, 2) = pack("n", checksum($packet, 0, 20)

8,0, 0, 0x1234, 1, "test" . ("1234567890" x &

# Tunnel mode heade:
$packet = pack("CCnnnCCna4ada*", 0x45, 0, 20 + length(Spacket),
1, 0, 255, 1, 0,
inet aton(sSikev2{srchost}), inet_aton (§Sikev2(dsthosti),
spacket)
substr(Spacket, 10, 2) - pack("n", checksum(substr($packet, 0, 20)));

dNOI

¥ Padding
if [Uenqth[$PEckew +2) %16 1= 0)
((Length (spacket) + 2) & 16));
ot 0 e e, S
Spacket .- chr(si);

) else (
$pad =

Spacket .- chr(Spad - 1) . chr(4);
hexl_print ("Packet before encryption”, Spacket);
it [$5)kev2[c)pher) ne 'null')

«
eGPt Rijndacl (Sipaec otprer ey ouc),
dae: :MODE_CBC) ;

$iv = generate_random(Sikev2, e
fetpher->set L5 (510);
Spacket = $cipher->encrypt (Spacket) ;
}oelse (
siv

)

Spacket = pack("adNa*a*", §Sipsec(spi_out}, 0, $iv, $packet);
Spacket tr (hmac_shal (Spacket, Ssipsec{auth_key outh), 0, 12);
hexl_print ("Sending esp packet®, Spacket);

$addr = sockaddr_in(0, inet_aton($$ikev2{dsthost}))
socket (RAW, PF_INST, SOCK_RAW, 50) || die "socket: $1%;
send (RAN, Spacket, 0, $addr) || die "Send: 1%

Running code 1/2

# Receive response
my(Srin, Srout, Snfound);
Srin =
vec(sxin, fileno(RAW), 1) = 1;
Snfound = select (Srout = Srin, undef, undef, 10);
if (snfound 1= 0) {

my(Sspi, Sseq, Siv, Smac, Scipher);

ny(Sproto, Spad, Stype, Scode, Schecksum, $id, Sdata);

Saddr = recv(RAW, Spacket, 1280,
e necy Eaired: Sinit (idefined (Saddr))
hexl_print ("Received esp packet", Spacket];

# Remove TP heade:
Soacker - substr (spacket, 2017

# Check mac

Smac = substr (hmac_shal (substx (Spacket, 0, -12),
Ssipsec(auth_key_in}), 0, 12);

die "WAC check failed" if (Smac ne substr (Spacket, -12));

(sspi, Sseq, Siv, Spacket) = unpack ("NNala*", Spacket);

die "Invalid SPI" if (Sspi ne SSipsec(spi_in));

spacket
scipher

substr(Spacket, 0, -
new Crypt::Rijndael L$$)pseckcxphex Koy tn),
£MODE_CBC) ;

Seipher->set_iv($iv);
Spacket = Scipher->decrypt (Spacket) ;

hexl_print ("Decrypted esp packet”, Spacket);

Sproto - ord(substr (Spacket, -1, 1));
Spad = ord(substr (Spacket, 1;
Spacket - substr (Spacket, 0, -(Spad + 2));
die "No IP in IP" if (Sproto != 4);

# Remove IP h
Sproto = ord(substr (Spacket, 9, 1));
Spacket = substr(Spacket, 20);

die "ot ICMP™ if (Sproto

die "Invalid icmmp checksum” if (checksum(Spacket) != 0);
(Stype, Scode, Schecksum, $id, Sseq, Sdata) = unpack("CCnnna*”,
Spacket) ;

esuodseJ/pues dNDI

die "ot ICHP echo reply" if (Sty 0
Newl print (vhoceived 1CHE acho packet, type = Stype, code =
Scode, " .
"chk = Schecksum, id = $id, seq = Sseq”, Sdata);
) else (
die "Receive timeout”;

exit(0);

¥
¥ 2Sipsec_params = ikev2(:Sikev2)

sub ikevz (
ny(Sikev2) =

Hlnv;axl

SSikev2({ike _sa_init i) - generate ike sa_init (Sikev2);
$3ikevz (1ke sa_inieTr) = do_exchange (Sikez, 3
Sikev2(ike sa_ init
. The sa it ke, $Sikev2 (ike_sa_init_x));

calculate_keys(sikev2);
$Sikev2(ike_auth i) = generate_ike auth(sikev2);

$5ikev2 (ike_auth x) = do_exchange (Sikev2, $9ikev2(ike auth ));
parse_tke_auth(sikev2, $3ikev(ike auth_r))

return ipsec_parans (Sikev2) ;

/VS__LINI M

¥
¥ Generate generic header

# spacket = generate_hdr(Sikev2, Snext_payload, Sexchange_type,
¥ flags, Smessage_id, Srest_of packet);

sub generate hdr (
ny(SikevZ, snext payload, Sexchange type, Sflags,
Smessage_id, Srest_of_packet)

return pack ("aga8CCCCNNat",

SSikev2(spi_i}, SSikev2ispi_r},

Snext_payload, 0x20, Sexchange. type, $flags,
smessage_id,

28 + length (Srest_of_packet), Srest_of packet);
)

¥
# Generate generic header
# spacket = generate_gen_hdr (Sikev2, Snext_payload, Spayload data);

sub generate_gen_hdr
Eiwirstite sciond psyload, Spayload data) = @_,

return pack ("Cxna*", Snext_payload, 4 + length(Spayload data),
Spayload_data);

slopesH

+
# Generate sa payload (without generic header)
+ Spayload - generate_ike_sa_payload($ikev2);

6
peojAed

s generate ke sa_paylosd (
ny (Sikev2)
myl$(xansfcxms] ;

4 ENCE: AES-CBC 128 bit
Stransforms = generate_gen ! hdr(s:ken, 3,
K ("Cxnnn®,
1, 12, 0x8000 | 14, 128));
§ BRE: PRE_HMAC_Sual

Stransforms .- generate gen_hdr (Sikev2, 3, pack("Cxn", 2, 2));
£ hitn: Ao e S 56
Stransforns

generate_gen hdr (Sikev2, 3, pack("Cxn", 3, 2));
# Diffie-fellman: 1024-bit HODP

Stransforms .- generate_gen_hdr (Sikev2, 0, pack("Cxn", 4, 2))
# 1st proposal, protocol TKE = 1, no SPI, 4 transforms
return generate_gen hdr (Sikevz, 0,
pack("CCCCat,
1,1, 0, 4, Stransforms));

| o
-
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# Generate ke payload (without generic header)
# Spayload = generate_ke_payload(Sikev2);

sub generate_ke_payload {
ay(sikev?) = 6_;
my (5dh, $pub) ;

$ah = Crypt::DH->new(p => Math::BigInt-
8
351 9B3CD3A431 14374FE1
117CaB1FE649286
6518CE65381 FFFFFFFFFFFFFFFE™) |
g => Math::BigInt->new("2")) ;
$an->generate_ke:
Soub = Sahopud ) Kev 0 ->as_hexs
%//3;
ol Apadta
if (lengch(Spub) 1= 256)
oo B (a6~ Length (spub)) - Spubs
return pack ("nxxH*", 2, $pub);
# Generate nonce payload (without generic header)
# Spayload = generate_nonce_payload (§ikev2) ;
sub generate nonce_paylosd (
my (1K
$$1kev2[nonce T} = generate_randon(Sikev2, 16);
return §$ikevZ{nonce_i);
)
# Generate id payload (without generic header)
# Spayload = generate_id_payload(Sikev2)
aub generate id_payload {
my (SikevZ)
recurn pack ("Crxxa’®, 3, S3ikev2(id)):
)
# Generate auth payload (without generic header)
# Spayload = generate_auth_payload(Sikev2);
sub generate,auth payload (
my (5ikevZ ;
my (Sauth ¢ s, hotgned);
Ssigned = $Sikev2(ike_sa_init_i} . SSikev2ip_ike_sa}{40}{nonce}

hmac_shal (generata_id_payload ($ikev2), $5ikev2{sk ]

pi));

printf (STDERR "Signed data:\nis", bin_to_hexl (ssigned));
Sauth_data - hmac_shal (Ssigned, hmac_shal ("Key Pad for IKEv2!
$5ikev2 (sharedsecret])) ;

Printf(STDERR "Ruth data:\nis", bin_to_hexl(Sauth_data

return pack ("Cxxxa*®, 2, Sauth_datal;

)

# Generate Child sa payload (without generic header)
# Spayload = generate_ipsec_sa_payload($ikev2);

sub generate ipsec sa payload {
my (SikevZ) - @
 (Stransformers

if ($5ikev2(cipher) eq 'mull')
# ENCR: null

Stransforms = generate_gen_hdr(Sikevz, 3, pack("Cxn", 1,

}oelse (
# ENCR: AES-CBC 128 bit
Stransforms = generate_gen_hdr(§ikevz, 3,
pack ("Cxann,

1, 12, 0x8000

)

¥ huth: AUTH_HMAC_SHAL 96

§ezanaorns generate_gen_hdr (Sikev2, 3, pack("Cxn"
ESN - no ESN

teranstomms oo generate  sen b (Sixenz, 0 pack (‘Cxn

1)

| 14, 128));

AEEh

Rl

# 1st proposal, protocol ESP 4 byte $PT, 3 transforr

return generate_gen_har ($ikev2, *,
pack ("CCCCNa*",
3,4, 3, 0x12345678,

Stransforms));

¥ Generate tsi payload (without generic header)
# Spayload = generate_tsi_payload (3ikev2);

sub ganezete_tei_payiond (
my (SikevZ)
Teturn pack ("CRkRCCaNTNN", 1, 7, 0, 16, 0, 65535,

OxEEEEFEEE)

# Generate tsr payload (without generic header)
# Spayload = generate_tsi_payload (Sikev2);

sub generate_tex payload {
my (SikevZ)
return pack ("CRxxCCannNN", 1, 7, 0, 16, 0, 65535, 0,

OxfEEEEELE)

# Generate notify payload (without generic header)
¥ Spayload - generate_notify_payload(Sikevz);

sub generace nority payloas |
my (Sikev2) = @
e et ez, 0, 0, 1635415

speojAed

# Generate encrypted payload (without generic header)
¥ Spayload - generate_encr_payload(Sikev2);

# The ICV is added here, but it is replaced with correct value in

caleulate_icv

sub generate encr_payload |
my($ikev2, Sdata) = @_;
my($iv, $pad, Scipher);

$iv = generate random($ikev2, 16);

1 Qengehsdace) ¢ 16 [
as - (]enq(htsda(a) s 1605
G N
) else {
spad

)
Sdata .= chr(Spad);

cipher = new Crypt::Rijndael(S§ikev2(sk_eil,
CryptiRijndael: :MODE CBC) ;
Scipher->set_iv(Siv)
Sdata - seipher-sencrypt (Sdatal
return $iv . Sdata . (0" x 12);

# calculate IcV
# Spacket = calculate_icv(Sikev2, Spacket);

sub caleulate ev |
my($ikevz, Spacket) = €_;

Spacket = substr(Spacket, O,
Spacket.
return $packet;

substr (hmac_ Shat (spacket, ssikev2{sk_ail), 0, 12);

¥ Generate IKE_SA_INIT packet
# Srequest_packet - generate_ike sa_

nit (Sikev2);

sub generate_ike_sa_init (
kevZ) = €
my (Spacket) ;

SSikev2(spi_i}

generate_random ($ikev2, 8);
$5ikev2(spi_r} = "0 x

Spacket = generate_gen_hdr (Sikev2,

Spacket .= generate_gen_hdr(ikev2, 40,

Spacket .= generate_gen_hdr (Sikev2,

a,
enerate_ike_sa_payload ($ikev2)

nerate_ke payload ($ikev2));
o,

generate_nonce_payload (Sikev2));

return generate_hdr (Sikev2, 33, 34, 8, 0, Spacket)

# parse SA payload
¥ parse_sa(sikevz, Spayload hash, Spayload str);

sub parse sa [
my (Sikev2, Shash, Spayload) = &_;
my ($len, $next)

($next, $len, $$hash{prop_m

$$hash(proto_id), $$hash(5p) size), $shashinum_trans}) =

k(GaececT, spayload);
+ SShashispi_sizel);
die "Proposal num" if ysshssh[prap num) 1= 1]
die "Proposal next” if (Snext
SShashispi) = substr(Spayload, 8, S$hashi{spi_sizel)
if ($$hashispi_size} != 0);
spayload = substr (Spayload, B + $Shashispi_size]);

while (length(Spayload) > 4) (
my (stransform, Sattr, Stype);
(Snext, Slen, Stype,
Stransform(id]) = unpack ("CxnCxn”, Spayload);

die "Transform len if (Slen > length(Spayload));
die "Transform type dup" if (defined ($Shash(Stypel));

gattz = substr (spayload

if (length(sattr) i
(stransformia cypex, Seranstomia_value)) -
unpack (*na”, Sat:

Stranafornia tupe) = $kransfornia_type) & OXTEEE;

) elsif (length(Sattr)
"Invalid transform attributes";

)
Sshashistype) - \itransform;
Spayload = substr (Spayload, Slen);
return if (Length(Spayload) == 0 & Snext
die "Transform mext” if (Snext != 3);

)

die "Invalid transform struct";

# aree £E paylond
# parse_ke(sikev2, Spayload hash, $payload_str);

sub parse_ke (
ny (3ikev2, Shash, Spayload)
foup), $anashidh value)) -
xa*", Spayload)

npack(

+ Parse id paylo
# parse_id(Sikev2, Spayload_hash, Spayload_str);

sub parse_id (
ny (3ikev2, Shash, Spayload)
(35hash(type), Sshashidata))
princf (STDERR "data for mac

o
unpack ("Cxxxa", Spayload);
nts", bin_to_hexl(spayload)) ;
SSikev2(maced_id_for_r) = hmac_shal(Spayload, SSikev2(sk_pri);

# Parse auth payload
# parse auth($ikevz, Spayload hash, Spayload str);

sub parse_auth (
my ($ikevz, Shash, Spayload)
(5Shash{type), $Shash(data))
“uth type not preshared keyen if (sénadh(type)

pack ("Cxxxa®", Spay

load) ;
= 2);

1e>£)ed

5U!SJBd
peojAed
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¥ Check auth payload
# Sok = check_auth(Sikev2);

d
peojAed

sub check_auth (
ny (sikev2) =
my ($signed,

Sauth_data);

Printf(STDERR "nonce_i:\n$s", bin_to_hexl (§$ikev2(nonce_i})

Printf(STDERR "maced_id_for_r:\nts", bxnilaihexlLssikevZ(maced i1d_for_x}));

Ssigned - $Sikev2(ike_sa_init_r} . $$ikevz{nonce_i] . $Sikevz(maced_id_for_r|

Printf(STOERR "Signed data:\nis", bin_to_hexl(ssigned));

Sauth_data = hmac_shal ($signed, hmac_shal ("Key Pad for IKEv2!
5 kev2[3hsredsecretﬂ)r

Printf(SIDERR "Auth data:\nSs", bin_to_hexl(Sauth_data));

e hutn daca fass not macom L5 (Sauih Aata me Séikevlip ike authi (39} ida

# Parse IKE_SA_INIT packet
¥ parse_ike_sa_init(Sikev2, Sresponse_packet);

sle

sub parse_ike_sa_init {
my(sikev2, Spacket) = _;
my (5p) 7

$p = parse_packet (Sikev2, Spacket);
die "Wrong spi” if (sSp(hdr_spi i} != $Sikev2(spi_i}):
die *Invalid major version” if (int(5p(hdr_version} / 16)
die "Invalid exchange” if (55p{hdr_exchange type) != 34);
die "Invalid flags™ if (sp(hdr flags} = 0%20);

die "Invalid message id" Lf (53p(hdz_message_id}

)

ﬁ’w
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return 1

asied

# Parse nonce paylo:
# parse_s fschodietieeny $payload_hash, Spayload str);

sub parse_nonce {
my(Sikevz, Shash, Spayload) =
$$hash(nonce) = Spayload die "Invalid proto id" if (38p{33}iproto_id}
die "Invalid sa payload” if
die "Invalid propesal 1" if

# parse notify payload
die "Invalid proposal 2" if

+ parse_notify(Sikev2, spayload_str);

$payload_hash,
die *Invalid proposal 3° if

sub parse_notify (
my (Sikev2, Shash, Spayload) = @_;

(33nasn(proto, 1d), Sehash(spi_sTrel, Sshash(type])
unpack ("CCn", Spayload) ;

$9hash{spi) = substr(Spayload, 4, $$hash{spi_size})
if (SShash{spi_size} != 0);

$hash{data) = subStr(spayload, 4 + $Shashispi_size})
if (length($payload) > 4 + $Shashispi_sizel); )

- die "Invalid proposal 4" if (defined(SSpi33}i4)(a_typel) ||
$5p133}14) (id) 1= 2)7
die "Invalid ke" if ($3p{34}{dh_group} !~ 2);
$Sikev2(spi_r} sspmar spi_r);
$ikev2(p_ike_sa) =

¥ Generate IKE_AUTH packet

# Srequest_packet - generate_ike_auth(Sikev2);

¥ Parse ts payl
# parse_ o2 Eiteva, spayload_hash, $payload_str);
aub generate_ike auth {

ny(SikevZ) = @
my (Spacket, Sencr_packet, Sfinal_packet);

sub parse_ts (
my(Sikevz, Shash,
my (srest, §i, Sl

Spayload) =
)i

Spacket = generate_gen_hdr(Sikevz, 39,

erate_id_payload($ikev2));

- generate_gen_hdr (sikev2, 33,

(sShash(nun}, Srest) = unpack ("Cxxxa®", Spayload);
; 1 < sshash(num}; $i++) [ spacket.
my (3¢) 7 enerate_auth_payload (Sikev2));
(stsitype}, Sts(protocol}, Slem, Sts{start_port}, $ts(end port}, Srest) = Spacket .= generate_gen_hdr (sikev2, 44,
erate_ipsec_sa_payload($ikev2));

wnpack ("CCnnna*", Srest);
dhe Mnvalid lent 1t (lengeh(szest) < Slen - 9); Spacket .= generate_gen_hdr (Sikev2, 45,
if (Sts(type} == 7 &5 & generate_tsi_payload(§ikev2));
(sts{ip_start), Sts[ipiend], Y Stest) = unpack (radadart, srest); Spacket .- generate_gen_hdr (sikev2, 41,
} elsif (St3{type} == 8 && Slen == 40) erate_tsr_payload (Sikev2));
$packet .= generate_gen_hdr($ikev2, O,

= unpack("al6aléa*", Srest);
enerate_notify payload(Sikev2));
Sencr_packet - generate_gen_har (Sikev2, 35,
generate_encr_payload (sikev2,

(staiip_start}, Sts(ip_end), Srest)

}oelse ¢
die "Invalid traffic selector type, or len”

spacket)) ;
Sfinal_packet = generate_hdr(Sikev2, 46, 35, 8, 1, Sencr_packet);

= \sts;
return calculate_icv($ikevz, $final packet);

)
S5hash (51}

die "Junk after traffic selectors” if (Srest ne "");

return )

HLAY M

# Parse IKE_AUTH packet
# parse_ike_sa_init(Sikev2, $response_packet);

# Parse packet
# Spacket_hash
sub parse_ike_auth (

- parse_packet (sikev2, Spacket);
my (sikev2, Spacket) = @

ord (substr (Srest, -1, 1));
Srest = substr(Srest, 0, -(Spad + 1));
die "Encrypted payload is critical” if

Spad
$ikev2(p_ike_auth) =
ethntimation Faiied® if

sub parse packet
sirors, Spacket) - ¢ (505
i (tparsed_packet, $cyes, Srest, Snext, Slen, Sorit)s —
m Sp = parse_packet (Sikev2, Spacket); U
(Sparsed_packet (ndr_spi_i}, Sparsed_packetndr_spi_r) die "Wrong spi” if (sp(hdr spi i) 1= SSikevz(spi_il);
Stype, Sparsed packet(Rdr version); Sparsed packet(hdr_exchange_typel, die "Invalid major version™ if (int(s9p(nar_version} / 16) 1= 21 x
5par:ed)acke[[hdr flagsi, $parsed packet{ndr_message_id}, S die "Invalid exchange” if ($5p{hdr_exchange_type) 5); m
Slen, Srest m die "Invalid flags’ if (s5p(hdr tlags) - 0x20):
npack (vaBaBCCCCNa"", Spacket) die "Invalid message id" if (S5p(ndr_message idy I I I
” - die "missing auth® if (‘defined (55p(39))): -
die "Message length® it (Slen > length(Spacket)); die "missing id" if (1defined (35p(36)));
if (stype == 16) die "Missing tei" if (ldefined(55pl4d)));
oy Biu, smac, ‘scipher, spads die "iissing ter® it (Idefined(s5p(45)))
o die Mizong mum trana it (39p(33)(nun, trans) 1= 3); >
Smac = aunoex hnsc_shel (subscs (Spacket, 0, 12), die "Invalid proto id" if ($5p(33) (proto id) 1= 3)
ev2(sk arl), 0, 1217 sie Thaiia s paviesst S (GRpi) spisizel 1o s
(stype, scrit, Slen, $iv, resn) unpack ("CCnaléa*", $rest); m if ($Sikev2(cipher) eg 'nu
e Tovel T propeset 1 null Lf ($59(33) (11 1id) 1= 1105
die "MAC check failed” if (Smac ne substr(srast, -12)); die "Invalid proposal 17 if (35p(33)(1](a_type) 1= 14 ||
O e A
Srest = substr (srest, 0, ~12); $6p133111)(13) 1= 1215
Scip &1jndacl (s§ikev2(sk_er], Crypt:iRijndacl PN )
Scipher-sset 1v(5iv); Sie "inialis propesat 3% LE (Gefined (35133) (3] (o tyre))
Srest = Scipher->decrypt (Srest); m $5p(33}(3) (4d) 1=
die "Invalid proposal 5" if Ldefmedk%pwzusna cyoel) 11
: 3590331 (5) (id) 1= 0)

(scrit & 0x80);
die (tcheck_auth (Sikev2)) ;

wnile (Stype 1= 0) (
my (spayload, Sdata);
(Snext, Scrit, Slen] = unpack("CCa", Srest);
die "Payload length" if (Slen > length(Srest)); I

ta = substr(Srest, 4, Slen - 4);

# Calculate PR

= pre_plus($ret_len, Skey, Sdata);

sub pre_plus (

if (Stype == 33) ( parse_sa(sikev2, \Spayload, Sdata); my(Sret_len, Skey, Sdata) - €_;
) elaif (stype - 3) { parse ke(Sixevz, \tpayload, data); my (Sbuf, Scnt, $prev);

} elsif (Stype == 35) { parse_id(Sikevz, \tpayload, $data);

| asit Geme 39 parse_id(sikev2, \tpayload, Sdata);

) elsif (Stype == 39) { parse_auth(Sikev2, \Spayload, $data);

{ parse_nonce (sikev2, \3payload, Sdata);
{ parse notify(sikev2, \tpayload, Sdata);
{ parse_ts (sikevz, \tpayload, $data);
{ parse ts(Sikev2, \tpayload, Sdata);

wnile (length($buf) < $ret_lem) {
Sprev = hmac_shal (Sprev . Sdata .
sbut

| etete (seime - 40)
chr(sent+t), Skey):

+d44dd

) elsif (Serit & 0x30) ( )
e "Unknown critical payload: Stype"; return Sbuf;

)
if (spayload)
(1defined (Sparsed_packet (Stypel)) (
Sparsed_packet{Stype) = \ipayload;
}oelse (
die "Duplicate payload type Stype";
)
)

stype = Snex:
ST IR e, s1ems

)
print_hash(\sparsed_packet) ;
return \tparsed_packet.

o)elauan)

# Calculate IKE SA Keys
# calculate_keys (Sikev2);

sub calculate_keys (
my (ikeva] = @_;
my(Sq_ix, Sskeyseed, Skeymat, Spub);

ck("H*", $ikev2ip_ike_sa}i34}{dh_valuel):

$pub = "Ox" . w
BigTat->new (5pub) | -

= $5ikev2(dn)->compute_secret (Mat!

_ir == s/°0x//g;
Sq_ir = pack("H*", Sa_ir);

Printf(STDERR "g_ir:\nss", bin_to_hexl(Sq_ir));

Pprintf (STDERR "nonce_i:\n¥s", bin_to_hexl (§§ikev2(nonce_i}));
Printf(STDERR "nonce_r:\n$s", bin_to_hexl (§$ikev2(p_ike_sa} (40]

{noncel)) ;

sskeyseed = hnac_shal($g_ir, $§ikev2{nonce i
STkev2(p_ike_sa) (40 (noncel) s

Printf(SIDERR "skeyseed:\nss", bin_to_hexl (§skeyseed));
n3s”, bin_to_hexl(s$ikev2(spi_i}));

Printf(STOERR "spi_i Lt
nis", bin_to_hexl (sSikev2(spi_r}));

Pprintf (STOERR "spi_r:

16 % 2 4 20 * 2, Sskeyseed,

Skeymat. = pre_plus (20 1 20 + 2 ¢
. $sikev2(p_ike_sa) (40) (nonce}

$$ikev2inonce i}
Ssikev2ispi_i} . $Sikev2(spi_r});
Printf (STDERR "keymat:\n¥s", bin_to_hexl (Skeymat));

substr (Skeymat, 0, 20);

s5ikev2(sk_d) =
substr (Skeynat, 20, 20);

substr (Skeynat, 76,
92, 20);
112, 20);

S5ikev2(sk pr) = substr (Skeymat,
\ns®, bin_to_hexl (s5ikev2isk d})) s

printf (STDERR "sk

Print (STOERR "ok p
PrANCE (STOERR "sk_pri\nts", bin tohexl (55 ikeve (s prl) 5

¥ Calculate IPsec SA keys and parameters
# ipsec_parans (Sikev2);

sub ipsec_params (
my (sikev2) = @_;
my (Skeymat, Shash) ;
if ($Sikev2(cipher] eq 'null’)

(
Skeymat = prf_plus(20 * 2, $sikev2(sk_d},
sSikev2inonce i) . $Sikev2ip_ike_sa} (40}

{nonce))
Shash(cipher_key out} = '';
Shashlauth key ouc) = aubstz(Skeymac, 0, 200

Shashicipher_key_in} = ''7
Shash(auth Ky iR} = subser (skeymat, 20, 2015
Shashispi_out} = §Sikev2{p_ike_auth}{33}{spi);
Shash(spi_in} = 0x12345678;
) else (
Skeymat = prf_plus(20 * 2 + 16
ssikevzinonce i)

2, ssikevz(sk d),
$5ikev2(p_ike_sa) (40}
{nonce))
fhashieipher key out) = substx($keymat, 0, 16);
substr (Skeynat, 16, 20);

16):

in} = substr
5Sikeva(p_ike authHBZHspi],
Shash(spi_in} = 0x12345678;

)

Printf(STDERR "cipher_out:\n%s", bin_to_hexl(Shashicipher_key out}
"
Printf(STDERR "auth_out:\nss", bin_to_hexl (Shashiauth_key_out}));
Printf(STDERR "cipher_in:\nis", bin_to_hexl(shash(cipher_key in})

printe(STOERR Tauth in:\nka", bin_to_hexd (Shash auch_key_in}))
Printf(STDERR "spi_in:\n$s", bin_to_hexl(Shashispi_in})

Erine (STORRR "opi outinian, Bin £5 nexd (Shadh (oL out1))s
return \shash;

uonenojen Aoy

# Print hash

sub print_hash
my(Shash, Sindent) =
my(s1, $3, Svalue, 5pnnu,

Sindent = " if (ldefined(Sindent));
foreach $i (sort ( return $a cmp $b; }
$value = $$hash(si);
if (ref(Svalue) eq 'HASH')
Printf("Esi-20s\n",
print_hash(Svalue,
) elsif (ref(Svalue) eq 'ARRAY') (
printf("sss-20s\n",

(keys {Shasn})) {

#svalue; $344)

for(s3 = 05§
print_hash(ssvalue[s], Sindent . "(" . §3 . ™"
) elsif (svalue =~ / nt:148/)
printf("isb-20s: ds\n”, Sindent, §i, Svalue);
(

} elsif (svalue + 0 eq Svalue)
printf("$s$-20s: Sd\n", Sindent, $i, Svalue);

) else (

Printf("ss$-20s\nss", Sindent, $i, bin_to_hexl(Svalue,

$indent));
)

)

shoy 0osd|

Bngsp/Aunn

Running code 2/2

# Do IKEv2 reguest / response exchange
# Sresponse_packet = do_exchange (Sikev2, Srequest_packet);

sub do_exchange
my(Sikevz, Srequest) =
Ty (3proro, Sports shadd; Shispadds)
my(Scount, $timeout, $rin, $rout, Sbuf, $nfound);

$proto = getprotobynane (‘udp');

Spaddr = sockaddr_in($$ikev2{srcport], inet_aton($§ikev2{srchost})

)

addr = sockaddr_in (§$ikev2{dstport}, inet_aton (s
$ikev2(dsthost)));

|| die "socket: §iv

socket (SOCKET, PF_INET, SOCK_DGRAM, $proto)
Il die "bind: §

bind(SOCKET, Spadar)

scount = 10;
geimeout.

eelsrin, Eiteno(socken), 1)

while (Scount-- > 0)

hexl_print ("Sending packet”, Srequest);

if (ldefined(send (SOCKET, Srequest, 0,
die "send!

Shispaddr))) |

)

gnfound = select (Srovt = Srin, undef, undef, Scineouc);
if (snfound !=
nispadds - resv(SOCKET,
if (ldefined(Shispaddr))
die "Recv: §17;

sbut, 1280, 0);

abueyox3 o

)
hexl_print ("Received packet", Sbuf);

)
Stineout *
Stineout

10 4f (stimeout > 10);

)
die "Timeout" if (Scount <= 0);
close (SOCKET) ;

return $bu

# Get random string with given length
¥ $str = generate_random(Sikevz, Slength)

sub generate_random {
my(sikevZ, Slength) = €_;

return makerandom_octet (Length => $length, Strength => 0);

§ 1P checks
PSR —_

sub checksun (
my (Spacket) =
ay(Slen, $num,

e
51, schk, $short);

schk = 0;

Slen = length (Spacket);

$num = int(Slen / 2);

foreach sshoct (urpack ("nsnunt, Spacket)) {
K += Ssho

(ord (substr (Spacket, -1, 1)) << 8) if (Slen & 2);
(Senk o 16) + (schx & OXEFED S

return (~Schk) & OXEETE;

Bngsp/Aunn

# hexl_print

sub hexl_print (
my (5Txt, Svalue) =

print ($txt, "\n", mams

[
bin_to_hexl (svalue),

# bin_to_hexl

sub bin to hexl {

0; 51 < slen; § 16
sprintf("§si0ax:

05 5138 sin
if (51 + 33 < $len)
Grot 12 Sprinef (M02xn, ord(subst (sdata SE + 53, 1))
)i
}oelse ¢
sret .= v ®
)
if (53 8 1) «

$3, 105
(

sret
)
) else (

sret .- v vy

)
$ret .= Mn;

return Sret;




Conclusions

IKEVZ2 is very small protocol when only minimal features
are implemented

Not sure whether TLS / DTLS can be made that small
Our full IKEVZ implementation is 44k lines
Certificate support would multiply the code size

Our certificate library is 56k lines or 81k lines if enroliment
and CRL retrieval protocols are included.

Pre-shared keys or RAW RSA keys are feasible options
for authentication in this kind if use scenarios

My draft describes those optimizations needed:
draft-kivinen-ipsecme-ikev2-minimal-00.txt
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