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Abstract

As the Real -Ti me Comruni cation in VEB-browsers (RTCWEB) wor ki ng group
expl ores options for congestion control to ensure that browser-based
voi ce, video and data conmmuni cation do not overwhel ma network, care
nmust be taken to ensure that the congestion controls have appropriate
security mechani sns to prevent m s-use by potential attackers.

Thi s docunent explores potential security concerns and attacks that
coul d be made agai nst congestion controls.

NOTE: While this docunent is in the formof an Internet-Draft, it has
been created for the | AB/I RTF Congesti on Control Wrkshop on July 28,
2012, and has NOT yet been submitted as an I-D. It is witten in
this style, though, with the intent that it nay be submtted as an
I-Din the future.

Status of this Mno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nmay al so distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on Decenber 24, 2012.
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publication of this docunment. Please review these docunents
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include Sinplified BSD License text as described in Section 4.e of

the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

The Real - Ti me Communi cation in WEB-browsers (RTCWEB) working group is
wor ki ng to standardi ze protocols that can be used to enabl e
interoperability between web browsers for interactive real-tine
communi cati on using audi o, video, chat, collaboration, ganmes, etc..
See draft-ietf-rtcweb-overview [I-D.ietf-rtcweb-overview for an
overview of the goals of the overall RTCWEB initiative.

The RTCWEB wor ki ng group i s now exploring how best to provide
"congestion control" along the lines described in RFC 2914 [ RFC2914]
and expanded upon for UDP in RFC 5405 [ RFC5405]. The primary

obj ectives are:

o Prevent the collapse of a network due to congesti on.
o Provide a level of fairness to all traffic flows on the network.

It is expected that as RTCWEB is inplenented in cormon web browsers
t he amount of real-tinme communication traffic could be quite
substantial and thus the need for adequate congestion control is
critical.

Security concerns for RTCWEB have al ready been wel|-docunented in
draft-ietf-rtcweb-security [I-D.ietf-rtcweb-security] and
draft-ietf-rtcweb-security-arch [I-D.ietf-rtcweb-security-arch].
However, the potential addition of congestion control mechani sns
i ntroduces additional possible avenues of attack.

Wil e sone of these attacks may be adequately mtigated by security
mechani sns al ready required for RTCWEB i npl enentations, this docunent
outlines these potential security concerns for discussion and

consi derati on.

2. Potential Attacks Against Congestion Control Mechani snms

As no congestion control mechanismis yet defined for RTCWEB, the
potential attacks bel ow are hypothetical and are rai sed as questions
to be discussed. Sonme of the proposed congestion control nechani sms
may turn out not to be susceptible to sone or all of these attacks.

O her proposed nechani sns may be vul nerable. This docunent does not
make assunptions about whether the congestion control mechani sm m ght
be inplenmented in the nmedia stream signaling streamor by sone ot her
nmeans.
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Deni al of Service To An | ndividual User

An attacker may want to disrupt the comunication flow froma
specific user or set of users. This could be to target a specific
user or to disrupt a certain set of communication exchanges.

Can the attacker maliciously nodify congestion control signals in
such a way that the traffic flow froma user or set of users is
significantly degraded to the point where comrunication is no |onger
useful ? Perhaps by tricking the sender into believing there is great
congestion and introduci ng excessive latency? O signaling to a
RTCWEB endpoint that it repeatedly needs to switch to a different
medi a codec? O signaling to the target endpoint that there is
sinmply too nmuch congestion for any RTCWEB communi cati on to occur?

El evati on of Service For An |ndividual User

Conversely, an attacker m ght want to give higher priority to a
specific traffic flow (including his or her own) to the detrinent of
ot her users.

Can the attacker maliciously nodify the congestion control signals so
that a particular traffic flow can be given higher priority? Perhaps
by signaling to all other RTCWEB streans that there is too nuch
congestion?

Deni al of Service For A Network

If there is a large volune of RTCWEB traffic on a given network and a
congestion control nechani smensures that the traffic does not
overwhel mthe network, an attacker may find that an easy way to
performa denial of service (DoS) against the entire network may be
to sinmply renove all congestion control signals or convince al

RTCWEB endpoints that there is no congestion.

Can an attacker maliciously nodify the congestion control signals to
strip out any such signaling? O perhaps nodify the congestion
control signals in such a way that sending endpoints believe there is
no congestion and that they can send at their highest avail able

vol unmes?

Change of Conmmuni cation Mode

RTCWEB conmmuni cation is expected to allow nultiple nodes of
conmuni cation, i.e. voice, video, chat, data coll aboration, etc.
RTCWEB sessi on between two users might involve all of the above.
congestion control nechani smcould all ow specification of which
traffic flows receive priority and how the different flows are

A
A
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6.

addressed when faced with congestion. For instance, when congestion
| evel s becone too high, a video flow may be dropped while an audi o or
chat flow may conti nue.

Coul d an attacker maliciously nodify congestion control signals to
force such a downgrade? For one or both users?

| nt er - Domai n Consi der ati ons

A RTCWEB communi cati on session is not expected to take place entirely
within one network or admnistrative domain. It may take place
across multiple networks or even nore likely take place across the
public Internet.

Can the confidentiality and integrity of the congestion control
signal s be ensured across all the various networks through which the
session travel s?

Next Steps

The potential attacks outlined here need to be further explored to
determine if they are, in fact, valid attacks agai nst potenti al
RTCWEB congestion control nechanisns. Discussion needs to be held to
understand if there are additional potential attacks beyond those
listed here.

The potential attacks that are valid then need to be conpared agai nst
the security mechani sns defined in draft-ietf-rtcweb-security
[I-D.ietf-rtcweb-security] and draft-ietf-rtcweb-security-arch
[I-D.ietf-rtcweb-security-arch] to understand whether or not the
attacks may be mitigated or elimnated by already-required security
mechani sns.

Any congestion control nechani snms brought for consideration to the
RTCWEB wor ki ng group need to indicate how they address these and
ot her security considerations.

Security Considerations

This entire docunment is about security considerations.

Ref er ences
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